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*For security purposes, the actual city involved
has not been named.
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t shouldn take a catastrophe such as the terrorist attacks of
Sept. 11, 2001, to make completing a business continuity
plan (BCP) a top priority. The increased sense of urgency

that followed in the wake of that tragic day, however, can catalyze

positive actions that help prepare organizations for natural and

man-made disasters, while equipping them to manage mission-

critical facilitics and equipment with greater proficiency.

The following scenario, based on the
actual experience of a mid-size city™ in the
United States, illustrates essendal first sceps
dara center rake toward
completing 2 BCE By knowing whart equip-
ment they have, where irs located, ics
capabilitics and characteristics, the possible

managers can

points of failure and whar acrions should be
taken (in priority order), organizations can
quickly and strategically respond to change
— whether it is planned or unexpected.
Slightly more than a vear age, the City
decided ro reduce the cost of collecting and
maintaining data abour its [T infrastructure,
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Figure 1 Elevation view of server racks
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It also wanted 1o improve the accuracy and
usefulness of the data it needed to better
manage its I'T assets,

Prior to this dme, the City had hired a
consulrant on an annual basis to survey
telecommunications and IT equipment.
Each year, the City was provided with
updated inventory infoermation via a simple
electronic spreadsheet.

Hiring consultants w repeat this survey
cach year was not only redundant, it was
expensive. And, because there was no process
for updating and maincaining  data
throughout the vear, information in the
spreadsheet quickly became obsolete. IT'
staft couldn’t rely an it to plan for or priori-
tize repairs, replecement and improvemenis.

There were other challenges. T'he City had
created basic drawings of floor plans with
computer-aided design (CATY} software and
had invested in computer-aided facilities
management (CAFM) software to manage
its facilities. The drawings, however, lacked
key information thar could help staff
manage their I'T infrastructure. Such infor-
mation included the location, dimensions,
specifications, layour and assigned users for
I'T equipment.

The City decided it needed a centralized
database that wove together facility, 1T
infrastructure and human resource infor-
mation, making it readily available for
analysis and updates via electronic drawings
and reports.

For the past year, the City worked to:

» Survey and record the location, specifi-
cations and configuration of iws IT
infrastrucrure

* Lmploy the CAFM software to elec-
tronically link a database with facilities
informarion — such as space use, occu

pancy type, life-safety features, furni-
ture and IT asset inventories — (o
computet-generated drawings

* Customize the CAFM software to give

their IT staff members the exact tools
and information needed to manage
their facilities and equipment as
strategic assers

» Make accurate, scalable and interactive

electronic drawings immediately avail-
able for review and easy w update

The physical survey of the data center
entailed measuring and sketching the
dimmensions of the room in which it was
housed as well as determining the size
and location of all equipment and raised
floor tiles. A CAD technician used this
information to create electronic draw-
ings, which were then linked to a new
CAFM darabase.

The survey also included noting the asset
number, make, model and serial number for
cach device, then creating custom fields in
the CAFM program, recording this informa-
don and linking it to specific pieces of
cquipment via the asset number. This gave
the City a top-down view of the data cenrer.

Next, devices stored on the racks were
measured and their locarions mapped. The
asset number, mazke, warranty information,
model and serial number for each piece of
equipment was recorded (Fgure 1, above,
and figute 3, page 4). Adding this informa-
rion to the CAFM database and linking it to
existing data in the City’s legacy database
(such as date of purchase and cost) provided
them with accurate electronic drawings that
not only illustrated where mission-critical
equipment was located, but also displayed
imporrant specificadons (figure 2, page 3},

The City’s IT staff can now quickly

update the database to reflect moves, adds
and changes by clicking on, dragging and
drepping the illustration of a piece of equip-
ment in a new locadon on a floor plan or
rack drawing. Informaton electronically
linked to the device that was moved (or
altered) is then dynamically updared
throughout the database.

Using CAFM software to link data 10
graphics also makes it easy to map the connec-
tvity of network equipment and quickly
review the characteristics of each component.

Using CAFM software to link
data to graphics also makes
it easy to map the
connectivity of network
equipment and quickly
review the characteristics
of each component.

Ciry saafl members decided o test these
capabilities by using an upconting remod-
cling project to develop srrategies for
documenting and electronically managing
its I'T necwork, This projece entailed remod-
eling an office area in one of the City’s
buildings, installing new workstations and
equipment, and upgrading this area to use
fiber optic technology.

They began with the creation of « CAFM
background for the model office area.
Polygons were drawn around each worksta-
ricn on the CAEM floor plan to define its
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boundaries and establish its location. The
following dara was then input or imported
and linked ro each individual worksration:

* Vendor-supplied CAD office system

and furniture information

* A classification relating the work station to

standards developed by the Building Owners
and Managers Association (BOMA]

* Specific 1T equipment and network

data.

A CAD diagram was also created o
document the size and characteristics of the
IIDF rack and the equipment locared on i
This information was then linked to the
CAFM program.

After I'T" staff completed a physical survey
of equipment, graphic symbols were devel-

By knowing what equipment
they have, where it’s located,
its capabilities and
characteristics, the possibfe
points of failure and what
actions should be taken

(in priority order),
organizations can quickly
and strategically respond to
change — whether it is
planned or unexpected.

oped for PCs, jacks and phones, then hot-
linked to data that described the specific
characteristics and capabilities of each device.
This greatly expedited creation of a diagram
ithuscrating connecrivity. By simply clicking
on symbols, it was possible to electronically
link each PC to a port to 2 patch panel o 2
switch on the TDF rack.

The final step was to associate worlsta-
tions and equipment to specific individuals.
‘T'his was accomplished by linking informa-
tion in the Citys legacy human resource
database to fields in the CAFM database.
Changes in equipment, location or replace-
ment of devices could then be recorded in
the cenrral CAFM database, wirth dara
updared aurtomatically tw relate these
changes to individuals.

The management benefits of the new
centralized CAFM system are clear:

» The cost of hiring consultants 1o
conduct a new cquipment suevey each
year has been eliminated.

* 1t has automated the move/add/changes
workflow and made ic easier to main-
tain the accuracy of daca. The Citys IT
stafl simply click, drap and drop
graphics to record data center or
nerwork changes electronically. Data is
dynamically updated throughout the
integrated darabases.

* Space and capacity p]alming tasks are
completed more quickly. I'l" staff can
also explore “what il scenarios before
making actual changes.

* Accessing cost, warranty and other data
via a few keystrokes makes planning
and budgeting casicr.

Figure 3 lllustration showing which devices have service contracts

» Help desk staff now use the system to
diagnose problems by tracing them
through the possible points of failure in
the nerwork. When rthe cause of 2
problem is located, information about
service contracts is immediately avail-
able for the device in question.

Having achieved “proof of concept” via a
small-scale remodeling project, the City has
decided to proceed with enterprisewide
implemenration. The long-term success of
this project depends on the City alse sccuring
funding to dedicate staff time for ongoing
maintenance of information in the database.

To more fully prepare for a natural or
man-made disaster, the City would need o
address addirional questions included in the
sidebar {page 28), such as identifying a
possible cold or hot site, By completing crit-
ical first steps, however, the City now has
the core information needed to compiete a
business continuity plan. They can accu-
rarely estimarte costs and know exactly what
is needed to quickly replicate or replace their
I'T infrascrucrure. ¥

John Grosskopf, Gusiness analyst with RSP
-SPACE and AFCOM member, bas 12 years
of 1S experience and 10 years of experience in
CAFM and CAD applications development,
Some of the mission-critical profects he bas
complered inclide development of graphic data
center management dpplications in the United
States and abroad. If you have questions or
comments, please feel free to contact bim
divecily at john.grosslcopf@rsparch.com.
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